
Hints on the Construction of Confidentiality Screens

As the CBA 1993 Task Force Final Report noted, “a proper screen is not a rote set of procedures and affidavits, but rather a ‘specific set of institutional mechanisms’ designed to prevent inadvertent disclosure of client confidences”.  The case law shows that in order to survive judicial scrutiny, a confidentiality screen must be unimpeachable in two respects:  “its components” and “its implementation”.  Case law in Canada, England and elsewhere suggests many practical hints for sound confidentiality screen construction (Ford Motor Co. of Canada v. Osler, Hoskin & Harcourt (1996), 27 O.R. (3d) 181 (Gen. Div.), and Prince Jefri Bolkiah v. KPMG [1992] 1 All E.R. 517 (H.L.), including the following:

1. Do not wait until conflicts arise.  To be effective, the confidentiality screen must be part of the firm’s institutional fabric.  Management should circulate among all firm members (not just lawyers) a general memorandum reminding firm members of their ethical obligations concerning screens and revise it regularly.

2. When you face a potential conflict, start planning early.  Do not wait until work has actually started on a retainer to construct the confidentiality screen.  More importantly, do not wait until confidential information has been exchanged.  As soon as you have any indication that you might need a screen, examine the structural requirements.

3. Have an independent firm member assess the conflict, and design and construct the confidentiality screen.  The independent lawyer, outside the immediate client service team, must be available to monitor the screen’s effectiveness and address any difficulties.

4. Identify the nature, sources and current location of confidential information.

5. Consider obtaining well-worded client consents.  Although the law does not clearly state whether such consents are always effective, they do not hurt.  Any consent should be clear, freely given and ideally confirmed by independent legal advice.

6. Ensure that the confidentiality screen and other screening mechanisms are universal and respected firm-wide.

7. Segregate all files whose access is limited to authorized team members.

8. Extend file precautions to computer systems.  Precautions must cover word processing files, e-mail, spreadsheets, databases and transcript archives.  Although a separate computer network offers the best protection, using network security to partition access also provides significant protection.

9. If files must be deleted from computer systems, ensure that back-up copies and archives are also deleted using a file-wiping software program. For fail-safe security, place one back-up on CD-ROM or USB flash drive in escrow, to be released only with the opposing party’s authorization.

10. If the confidentiality screen is likely to be challenged, consider selecting an independent systems auditor to ensure that all computer systems comply with the screen.  It might be prudent to ensure that the other party finds the auditor acceptable.

11. Ensure that authorized team members do not discuss the case with anyone outside the team.

12. Ensure that no disclosure of confidential client information or the team’s working documents is made to anyone outside the confidentiality screen.

13. If the firm has different offices or multiple floors, consider locating the screened members of the firm physically apart from team members.

14. Ensure that all members involved affirm the protective measures under oath by executing appropriate affidavits or acknowledgements.

15. Remind firm members that the firm will enforce compliance through sanctions.

16. Develop procedures to deal with Court-approved practices. For example, in Ontario, the success of Davies Ward Beck in defending their screens before the Ontario Court of Appeal in Davies, Ward & Beck v. Baker and McKenzie, (1998), 40 O.R. (3d) 257; (1998), 164 D.L.R. (4th) 423; (1998), 111 O.A.C. 352 led many Bay Street firms to construct barriers using their barriers as models or templates.
17. File and retain any undertakings, waivers and affidavits.  Fully document the confidentiality screen.

18. Institute a regular mandatory review of existing confidentiality screens and their effectiveness.  This might involve an objective audit.

19. Be prepared for the worst – and the unexpected.  Experience shows that confidentiality screens will be challenged and may have to be dismantled.

About the Toolkit
This precedent is a part of the CBA Conflicts of Interest Task Force’s Conflicts Management Resources and Toolkit. An electronic version of this document is available at www.cba.org/conflicts.  The Toolkit provides lawyers with practical checklists and precedents that are intended to help them recognize, avoid and, if necessary deal with and avoid conflicts of interest.  The Toolkit documents compliment and supplement the in-depth legal discussion and analysis of conflicts issues that is in the full report and recommendations of the Task Force available at www.cba.org/conflicts
Disclaimer

The information, checklists, and model agreements and letters provided in this resource are for your consideration and use when you draft your own documents. They are NOT meant to be used “as is”. Their suitability will depend upon a number of factors, such as the current state of the law and practice in each area of law, your writing style, your needs and the needs and preferences of your clients. The model documents may require modifications to correspond to current law and practice. The information and documents provided in this Toolkit are not intended to report, establish or create the standard of care for lawyers.
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